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Corrigendum/Addendum/Clarification: RFP for Procurement and Implementation of 
Virtual (Software-based) Web Application Firewall (WAF) 
 
(Ref: Bid Number: GEM/2023/B/4160916 Dated: 02-11-2023) 
 
The clauses amended/deleted in the RFP are as tabulated below: 
 

Sr 
No 

RFP Reference  Earlier Clause  Corrigendum/ Addendum/ 
Clarification 

1.  Annexure – 
Solution 
compliance 
Statement- 
WAF Technical 
Specification, 
Sr. No 11  
 

The proposed WAF solution 
should be on dedicated 
virtualization environment 
(supported on both VMware and 
Hyper-V), it should not be part 
of any Firewall or UTM or ADC 
(Application Delivery 
Controller). 

Corrigendum: 
The proposed WAF solution 
should be on dedicated 
virtualization environment 
(supported on both VMware and 
Hyper-V), it should not be part of 
any Firewall or UTM. 

2.  Annexure – 
Solution 
compliance 
Statement- 
WAF Technical 
Specification,  
Sr. No 20 
 

The solution should be able to 
act as an API Gateway with 
options to configure API User, 
API Key Authentication & Rate 
Limiting requests to protected 
API Endpoint 

Corrigendum: 
The solution should be able to 
protect against API attacks. 

3.  Annexure – 
Solution 
compliance 
Statement- 
WAF Technical 
Specification, 
Sr. No 22 

The WAF should have ability to 
identify Client site 
vulnerabilities like presence of a 
Keylogger & should have 
mechanism to prevent against it. 

Removed 

4.  Annexure – 
Solution 
compliance 
Statement- 
WAF Technical 
Specification, 
Sr. No 24 
 

The proposed solution should 
support scanning for malicious 
content in uploads along with 
File upload violations and scan 
the file against AV database. 

Corrigendum: 
The proposed solution should 
support scanning for malicious 
content in uploads along with 
File upload violations and scan 
the file against inbuilt AV 
database with automatic 
upgrades and updates. 



 
 

Page 2 of 2 

 

5.  Annexure – 
Solution 
compliance 
Statement- 
WAF Technical 
Specification,  
Sr. No 25 
 

WAF should have controls for 
Anti Web Defacement and 
provide ability to check the 
authorized version of the 
website content. 

WAF should have controls for 
Anti Web Defacement 

6.  Annexure – D, 
Minimum 
Eligibility 
Criteria, 
Sr. No. 6 

The proposed WAF solution 
must be   listed   in   either   the   
Gartner Magic’s    quadrant    OR    
Forrester Wave  Report  for  Web  
Application Firewall/ WAAP   
solution   in   any one  of  the  last  
two  years  [2022  or 2023] 

Removed 
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